Effective information security training and awareness (ISTA) is essential to protect organizational information resources. Our review of industry bestpractice guidelines on ISTA exposed two key deficiencies. First, they are presented at a conceptuallevel without any empirical evidence of their validity. Second, the guidelines are generic (one size fits all) without consideration of the diversity in organizational contexts where they will be applied. Given these deficiencies in ISTA guidance, this paper reports on the findings of an exploratory study into how ISTA is implemented in different organizational contexts in six organizations. The paper identifies three challenges: the lack of motivational aspects in current ISTA program, the competition for employees' attention and the difficulty in measuring the effectiveness of ISTA program. Several recommendations and suggestions were outlined to overcome these challenges.
Introduction
Organizations expend a considerable amount of money and resources in information security. Despite this, the number of incidents reported is still on the increase. Recent security reports show that a significant proportion of non-malicious cybersecurity breaches are caused by employee noncompliance with the organization's information security policies [1] . For example, current employees are reported to be responsible for over 50 percent of reported security breaches [2] . The noncompliance of employees to organizational security policies is a major organizational concern [3] . Whilst policies state how employees should deal with email links etc., many incidents are still being caused by employees, through carelessness or poor security behaviour in response to phishing (e.g. leading to malware penetration of systems resulting in leakage of trade secrets and intellectual property or the disruption of missioncritical systems) [4, 5] . Examples of these types of nonmalicious incidents are common. In 2016, a staff member from a government organization clicked on an Australia Post themed email which infected the workstation with ransomware (Cryptolocker). It encrypted the files on a computer asking for a "ransom" of $US300 to be paid in virtual currency bitcoin [6] .
Security researchers have consistently argued that information security training and awareness (ISTA) programs should be in place to raise employees' awareness of security risk, and provide them with the required skills and knowledge to comply with security policy [7] . Although organizations adopt and employ ISTA programs to educate users, there is still an increase in the number of security non-malicious breaches as a result of employees' noncompliance with security policy [8] . This trend may indicate that many current security training and awareness programs are not as effective as they should be.
Therefore, there is a need to investigate current practices that are implemented by organizations to manage their ISTA programs. The aim of this paper is: (1) to explain how ISTA management practices are implemented in various organizational contexts; and (2) to identify the challenges and issues that organizations face during the implementation of ISTA. The study addresses the following research question:
How is information security training and awareness implemented in organizations?
This paper is organized as follows. First, bestpractice industry guidelines on ISTA are reviewed in the background section. Second, the methodology employed in this research is explained. Third, the findings of the exploratory study are reported. Fourth, an analysis of the findings is conducted. Finally, we conclude with implications of the research.
Background
There is consensus in the literature on the need for organizations to develop ISTA programs to protect their information assets [9, 10] . Existing information security management frameworks integrate the ISTA program with other security functions such as: security policy, risk management and incident management [11] [12] [13] [14] . For example, ISO/IEC 27002 stresses the need for ISTA programs, recommending that "all employees of the organization should receive appropriate awareness, education and training and regular update in organizational policies and procedures, as relevant for their job function" [15] .
In the literature, the ISTA program is sometimes referred to as security education, training and awareness (SETA) [16] . The literature distinguishes between education, training and awareness in terms of their aim, level and target. Whitman and Mattord [17] suggest: education is for security professionals to build in-depth knowledge around the design and implementation of a security program; training provides employees with an adequate level of skills to enable them to perform their job securely; and awareness involves providing general employees with information and informal training to raise their awareness about risk and security. As practices and activities undertaken in organizations usually fall under the training and awareness definitions, while education is typically done in specialized security education institutes and universities [18] , we adopt the term information security training and awareness (ISTA) throughout this paper.
The importance of an ISTA program in safeguarding information assets has led many authors to recommend establishing programs within organizations as part of their overall security strategy [19, 20] . There are several guidelines for organizations developing ISTA programs [7, 17, 21, 22] . These approaches can be summarized across three types of generic management activities: (1) development, (2) implementation and (3) evaluation. The following discussion uses these three activity types to discuss existing approaches and models for developing ISTA programs.
The development phase includes activities used to understand the current organizational situation, obtain management support and acquire resources to develop an effective program [23, 24] . These activities include conducting a needs assessment for an ISTA program (which may include legislated requirements), defining goals and objectives, establishing the ISTA development team, and identifying the target audience for an ISTA program. The literature discusses the importance of understanding the needs of an organization and the design ISTA programs that meet these specific needs. For instance, Peltier [25] contends that an effective ISTA program should consider the needs and current level of training and awareness, and have a sufficient understanding of the target audience of the program. Similarly, Valentine [26] proposes an ISTA program that begins with an assessment phase followed by identification and education phases. In terms of setting goals and objectives, researchers stress the importance of defining achievable and measurable goals and objectives for the ISTA program [27] . Development phase activities also include developing materials for ISTA consisting of tasks around topic selection and material creation [28] .
The Implementation phase focuses on the conduct of the ISTA program using a variety of delivery methods. The literature on the implementation of the ISTA discusses methods of effectively delivering ISTA messages. Several authors recommend the use of a combination of methods for delivery, such as newsletters, email, note-taking tools to aid memory (e.g. pens and notepads), and posters that expose those within the organization to convey the security messages on consistent and ongoing bases [25, 29] .
The final ISTA phase is evaluation, where the organization reviews and evaluates its ISTA initiatives to measure their effectiveness. Effectiveness is usually measured through identifying changes in employee behaviour that impact information security [19] . Existing approaches focus on evaluating the knowledge obtained for the program [30] . This is a very limited view of evaluation. Evaluation should also focus on the effect of ISTA on the overall security of the organization because of the change in employee behaviour [31] . One way to measure the effectiveness of ISTA is to compare the incidence of noncompliance-related security events before and after implementation of the ISTA program.
Our review of the literature found that existing guidelines and best practice standards do provide recommendations for organizations on how to develop an effective information ISTA program. However, these guidelines and standards are: (1) conceptual and lacking support from empirical data, and (2) generic in nature and do not consider the organizational context. Further, implementing the recommended practices from the standards does not guarantee their quality in practice [32] .
In practice, we know very little about how organizations manage their ISTA programs and how well they implement the managerial practices associated with ISTA. Therefore, there is a need to investigate the current state of the management process of ISTA programs. This study addresses this gap in the literature and provides a more rigorous and comprehensive understanding of the practices of ISTA and how well they are implemented in organizations.
Research Methodology
A qualitative and exploratory research approach was adopted to enable the researcher to gain an in depth understanding the research phenomenon. It consists of six semi-structured interviews with senior and middle level management ISTA experts (see Table   Page 5086 1). The interviewees were chosen for their level of experience in the area. The questions were aimed at investigating how these experts implemented their ISTA programs within their organizations. The interviews lasted approximately 60 minutes on average. Participants were asked to describe the activities they undertake to manage the organization's ISTA program. Participants reported on their current organizations, but also mentioned their experience from past organizations, giving more data on diverse types of organizations. Participants were asked followup questions via Email where required. The participants come from different organizational size and industry. Table 1 . Background study participant details
Findings
A qualitative data analysis approach was adopted in this study as per [33] . The interviews were transcribed from audio recording and detailed analysis was undertaken to gain an understanding of what managerial activities the participants undertake as part of their jobs. This resulted in approximately 80 pages of transcribed text. The collected data was coded sentence-by-sentence to identify themes. The grounded theory analysis technique was employed to analyse the data. A coding process consisting of open, axial and selective coding was used to identify themes related to how an ISTA program is implemented in organizations. Four themes were identified: ad-hoc vs. formal approach to ISTA activities, lack of motivational aspects in ISTA programs, competition for employees' attention and difficulty to measure the effectiveness of the ISTA program. This section presents evidence related these four themes. In the ad-hoc approach, organizations only use policy to identify the needs. CISO1 and Mng2 stated that in their organizations only policy is used as an input to identify the needs for ISTA.
Ad-hoc vs. Formal ISTA Activities

Develop ISTA Program Plan.
While all the six participants acknowledge the importance of planning for ISTA, the extent to which planning is formalized depends on the circumstances and the characteristics of the organization. CISO2, Mng3 and Mng4 stated that there are thorough planning activities, covering long term (strategic) and short term (tactical) aspects of ISTA. Mng3 stated: "we set objectives for short campaigns, 'security and fraud week' is developed to achieve specific objectives. We also have very high-level objectives that we'd like to achieve for the overall ISTA program" Mng1, Mng2 and CISO1 reported that their organizations tended to take an ad-hoc approach for ISTA planning. They reported that there is some planning, however, it is neither comprehensive, nor formal. Planning covers a few high-level elements such as scheduling of activities. Mng2 stated that, "We don't have a formal plan for the program, we just have schedule for activities, but it needs improvement" This variation can be contributed to the maturity and size of the organization as well as aspects of management support and the availability of resources (including time and personnel). The study participants agreed that developing ISTA materials is an essential practice which they undertake as part of their role in managing ISTA. Only respondents from organizations that implement ISTA in using formal approach reported the involvement of stakeholders in the development of ISTA materials. Once materials are developed, they are shared with representative stakeholders to review and provide feedback. For instance, Mng3 and Mng4 stated that they solicit input from stakeholders during the development of ISTA materials: "we create the material and send it to the stakeholders, and then we ask them to provide feedback on the materials, revise it, and publish it". After feedback is received and incorporated, the material will be ready for use as part of the organization's ISTA program.
ID
On the other hand, organizations that implement ISTA activities using an ad-hoc approach did not report any involvement of stakeholders.
Conduct ISTA.
Respondents from organizations that implement ISTA using an ad-hoc approach reported that they only conduct mandatory security training for all employees using computer based training (CBT). CISO1 reports: "we have mandatory online training that everyone must complete".
Organizations that follow a formal approach, however, implement several types of ISTA program training besides mandatory online training. These ISTA types include ongoing awareness campaigns, training for specific groups/ teams and an intensive awareness campaign over a day or a week. (3) Testing the knowledge of employees prior to, and subsequent to, training, (4) Conducting internal and/or external audits for the ISTA program. Organizations that implement ISTA using an ad-hoc approach did not report activities to measure the effectiveness of their ISTA program. They only relied on statistics generated by CBT software that relate to the number of employees who completed the training and how many times they have undertaken this type of training. Information about completion rates of CBT was used to show managers and auditors (internal and external) that the organization has fulfilled compliance requirements.
Lack of ISTA Motivational Aspects
The ISTA literature outlines that an effective ISTA program should consist of three main aspects: knowledge, motivation and attitude. These three aspects are vital to change the employees' behaviour towards information security and therefore protect organizations from insider threats caused by employees' noncompliance with security policies. However, a finding of this study indicates that ISTA programs in many organizations focus on only providing knowledge about security whilst overlooking how to improve employee motivation towards security.
The study participants stated that, from the organizational perspective, their ISTA programs have no motivational aspects and are only seen as a compliance requirement that is mandatory for every employee to undertake once a year. Engaging employees in ISTA activities such as identifying ISTA program needs, the development of ISTA materials, and the implementation and evaluation of ISTA program is also reported as a motivational strategy. Three participants stated that gaining employees' feedback during ISTA material development is useful as it gives them a sense of ownership. Also, the collection of feedback from employees about their training also enhances their involvement with the ISTA program. Mng3, Mng4 and CISO2 argued the engaging employees in ISTA activities proves to be an effective strategy to motive employees and change their perceptions of information security.
Relating information security to an employee's personal life is another way to motivate. For example, when raising employees' awareness about the organization's policies on the use of social media (Facebook, Twitter …etc.), the organization should ensure that the awareness program makes references to issues like personal and children safety when using social media. 
Competing for employees' attention
An unexpected finding from this study was the fact that organizations face a challenge in that employees only have a limited amount of attention that can be devoted to ISTA. As organizations have become more governed by rules and regulations, the amount of training of employees has increased and employees now must be trained about occupational health and safety, sexual harassment, discrimination, privacy etc. This has created a situation where there is competition for employees' attention amongst various organizational functions.
CISO2 points out: "There's competition now within organizations to get the attention of employees and to hold their attention for your security awareness program to be effective. It's very difficult these days. Throughout the year, they go through many training programs. They come back to me and say, 'Do you have any idea how many training sessions go through'".
The consequence of such competition between various functions inside the organization for the attention of employees is that it is difficult for employees to focus and remember the information provided in ISTA sessions. Mng3 and Mng4 suggested that organizations should use a combination of effectiveness checking techniques to enable them to some extent measure the effectiveness of their ISTA program. They also added that organizations should investigate and identify the best techniques to evaluate their ISTA program which are suitable to their organizational context. For example, organizations may develop an evaluation survey that focuses on measuring employees' behaviour and knowledge of issues around risks related to the organization industry, or common security incidents. Like organizations tailoring their ISTA program with respect to their ISTA needs, it is also vital to tailor effectiveness checking techniques because techniques that work for one organization may not necessarily work for others.
Measuring the Effectiveness of ISTA
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Discussion
The main contribution of this study is to address the need for empirical evidence in the area by providing insight into how ISTA activities have been institutionalized, and how well they have been resourced, within organizations. This research has identified that the implementation of ISTA activities in different organizational contexts is approached either formally or in an ad-hoc manner. Further, significant differences between the approaches across key ISTA practices were observed. The findings provide recommendations and suggestions on how to: increase motivational aspects of ISTA, overcome the challenge of competition on employees' attention, and overcome the difficulty of measuring the effectiveness of the ISTA program.
Towards a formal approach to the Implementation of ISTA activities
The findings of this study revealed the differences between ad-hoc and formal approaches that organizations adopt in the implementation of ISTA activities ( Table 2 ). The findings showed the effect of adopting one of these approaches on the quality of ISTA activities in organizations and therefore on the effectiveness of the ISTA program.
There are two main reasons that organizations adopt a formal or ad-hoc approach for the implementation of ISTA.
First, ISTA programs are implemented to comply with standards and regulatory requirements. Organizations that must comply with standards and regulatory requirements (e.g., ISO\IED 27001) are required to provide ISTA to communicate information security policies. Those organizations that see an ISTA program as a regulatory compliance requirement, rather than a valuable control to increase employees' awareness and prevent insider threats, tend to implement ISTA activities using an ad-hoc approach. This has a detrimental effect on the quality of activities and therefore the effectiveness of the ISTA program. This finding supports [32] 's argument that complying with security standards, does not guarantee the quality of the recommended activities in practice. For example, organizations use CBT to gather statistics of who completed the training and how many times they have done it. This helps to fulfil compliance requirements by showing detail on how many, and how often employees complete training. However, several disadvantages were reported by the respondents such as the lack of human interaction, low motivation, and limited preference and learning style. More importantly, statistics around training completion are not good indications of the employee awareness levels.
Second, variations to the implementation of ISTA can be contributed to the maturity and size of the organization as well as aspects of management support and the availability of resources (including time, budget, and personnel). Respondents from large organizations reported that they formally implement the set of activities where ISTA takes place. Whilst in small organizations, because of a lack of resources, training and awareness activities are dealt with more informally and occasionally may not be done at all. Although the data suggested that small organizations usually adopt an ad-hoc approach and large organizations tend to have a more formal and structured approach, we cannot generalize this and conclude this is the case for all organizations. A small organization that realizes the importance of ISTA, or isn't requirements driven, may invest and dedicate more resources to implement ISTA in a more formal manner. Likewise, a large organisation that is compliance driven may use an ad hoc approach.
In terms of the maturity of an organization, most organizations start by implementing an ISTA program to comply with standards requirements and then move towards improving their program to eventually build a culture of security. The maturity of an organization's ISTA program is influenced by the length of time the organization has implemented ISTA: the longer organization has been conducting ISTA activities, learning from past-experience of what techniques have worked and did not work, the more likely the ISTA program is to be mature. This finding is in line with Manifavas et al. [34] conclusion that "the maturity of the program can play a significant role in its effectiveness; the latter cannot be guaranteed during the first years of deployment" (p.259). Additionally, organizations that have a dedicated team managing ISTA will have more opportunities to improve their ISTA program and to achieve a high maturity level and institutionalized activities. This is because having a dedicated team enables the organization to leverage learning from past-experiences Identify ISTA program needs is one of the key activities that has been reported by the participants. The findings of this study provide insight on how this practice is conducted in organizations. A formal approach to this activity uses various inputs (security policy, recent risk assessment and incident response reports) to accurately identify the requirements for the ISTA program. However, an ad-hoc approach tends to only use the security policy as an input, which may lead to the organization's needs not being met. Table 2 . Differences between ad-hoc and formal approaches to the implementation of ISTA activities.
The differences between an ad-hoc and a formal approach can also be seen in the development of an ISTA program plan. In the formal approach, the ISTA plan is more formalized and extensive, covering both long term (strategic) and short term (tactical) aspects of ISTA. While in an ad-hoc approach, planning covers a few high-level elements such as scheduling of activities.
Organizations that adopt an ad-hoc approach do not have a dedicated team to manage the ISTA program. The responsibilities for the ISTA program usually fall to the security manager who is also responsible for other information security practices. Organizations that adopt the formal approach have a dedicated team, one to three people, usually with no technical background (i.e. communication or change management backgrounds) and with a good understanding of the security issues as well as business processes. Having a dedicated team will ensure clear assignment of roles and responsibilities which is important for the success of an ISTA program.
In terms of conducting the ISTA program, organizations that implement an ad-hoc approach only use computer based training (CBT), whereas in organizations using a formal approach, several types of ISTA activities will be conducted. The difference in the extent of the implementation of conducting ISTA can be contributed to the lack of resources and the low awareness of the role of ISTA in protecting the organizational information resources in smaller organizations. The literature suggests that to increase the effectiveness of ISTA, organizations should implement the program using various methods, not just CBT [35] . The use of many delivery methods increases the effectiveness of ISTA as it considers the preferences and the learning style of employees in the organization. Subsequently, the selection of delivery methods should take into consideration the type of message and the intended target audience [29] .
The findings of this study show that organizations recognize the importance of evaluating their ISTA program. The formal approach for ISTA evaluation uses various methods (see Section 4.4) to measure the effectiveness of ISTA and to monitor changes to employee behaviour. However, organizations that adopt an ad-hoc approach depend on training statistics generated by CBT to track the effectiveness of ISTA. This is done mainly to meet compliance and regulatory requirements, not to measure the effectiveness of the program [36] . That means that in these kinds of organizations their ISTA program may not be optimal.
Developing an effective ISTA program
The study participants provided insights and recommendations on strategies to create an effective ISTA program through focusing on motivating aspects. These recommendations include: motivate employees through effectively communicating the purpose of the ISTA program, building trust and good relationships with stakeholders, engaging stakeholders in managing ISTA activity through providing feedback, and relating the ISTA messages to the employees' private life. The participants also stated that by relating information security to the employees' personal life motivated them about information security. To the best of our knowledge, using personal life to motivate has not been reported in the literature.
Several recommendations were also provided by the participants to overcome the challenge of
ISTA activities
Ad The findings of this study show that current techniques and methods employed in organizations to measure effectiveness of ISTA can only provide an indication, but not a comprehensive assessment, of the effectiveness of the ISTA program. For example, the study respondents stated that the number of reports of security incidents around threats addressed in the ISTA program is used as an indication for the level employee's security awareness. However, the number of security incident reports does not necessarily reflect the extent to which the ISTA program is effective in imparting an awareness of risk for two reasons. First, 'incidents' are variably defined and that not every event is an incident. Second, increases in incident reports may occur as a result an increase in the number or sophistication of attacks. Therefore, it is still unknown to organizations how effective their ISTA programs are in changing employee's behaviour and how much they should invest on ISTA to be able to get an effective outcome. This is still an elusive goal for organizations to achieve. The findings suggest that the organizations should use a combination of effectiveness checking techniques enable them to measure the effectiveness of their ISTA program. It is also recommended that organizations develop their own success metrics to measure their ISTA program.
Conclusion
This paper has presented an exploratory study of the implementation of ISTA program in six organizations. The study has provided an account of how an ISTA program is implemented in different organizational contexts. It identifies two approaches (ad-hoc and formal) that organizations adopt in the implementation of ISTA activities and discusses the significant impact of each approach on the effectiveness of ISTA in organizations. Further, three challenges have been identified: the lack of motivational aspects in current ISTA program, the competition for employees' attention and the difficulty in measuring the effectiveness of ISTA program. Several recommendations and suggestions were outlined to overcome these challenges.
The findings of the study have several practical implications. They provide guidance on how ISTA activities can be implemented in a more formal and institutionalized approach. The study also provides practitioners with strategies and recommendations to develop an effective ISTA program.
The findings provide a sound basis for further empirical work. The next step is to conduct a set of in depth case studies within organizations which will include several data collection techniques (expert interviews, documents analysis and observation) to gain an in-depth understanding of current ISTA management practices. This will enable researchers to develop a maturity model which organizations can use as an assessment tool to assess their implementation of ISTA and to identify ways to improve their ISTA program.
